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Article 29 DP WP on transborder 
discovery rules and EU DP laws
Companies ought to review or establish e-discovery policies and procedures. A country-by-
country approach needs be adopted due to differing national laws. Gary Brooks reports.
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Blocking statutes and other
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for data controllers
tÜáäÉ= íÜÉ= tm= ÖìáÇÉäáåÉë= ~êÉ= åçí
ÄáåÇáåÖI=íÜÉó=ä~ó=íÜÉ=ÑçìåÇ~íáçåë=Ñçê
éê~ÅíáÅ~ä=ëçäìíáçåë=íç=ÄÉ=ÇÉîÉäçéÉÇ=~åÇ
íÜÉó=~êÉ=äáâÉäó=íç=ÄÉ=í~âÉå=áåíç=~ÅÅçìåí
Äó=å~íáçå~ä=Ç~í~=éêçíÉÅíáçå=~ìíÜçêáíáÉë



U ^mofi=OMMV PRIVACY LAWS & BUSINESS UK NEWSLETTER ISSUE 42

MANAGEMENT

áå=íÜÉ=br=ïÜÉå=~ëëÉëëáåÖ=ïÜÉíÜÉê=~
bìêçéÉ~å= Åçãé~åó= Ü~ë= ÄêÉ~ÅÜÉÇ
å~íáçå~ä= ä~ï= Äó= ÅçãéäóáåÖ= ïáíÜ= ~å
çîÉêëÉ~ë=ÇáëÅçîÉêó=êÉèìÉëíK=

qÜÉ=é~éÉê=ÜÉäéÑìääó=ÑçÅìëÉë=çå=É~ÅÜ
çÑ= íÜÉ= Ñçìê= ëí~ÖÉë= çÑ= íÜÉ= äáíáÖ~íáçå
éêçÅÉëë= ïÜáÅÜ= êÉëìäí= áå= Ç~í~= ÄÉáåÖ
éêçÅÉëëÉÇ=ÄÉóçåÇ=íÜÉ=ëÅçéÉ=çÑ=ïÜ~í
íÜÉ=é~êíáÉë=çêáÖáå~ääó=áåíÉåÇÉÇW=êÉíÉåJ
íáçåX=ÇáëÅäçëìêÉX=çåï~êÇ=íê~åëÑÉêX=~åÇ
ëÉÅçåÇ~êó=ìëÉK=qÜÉ=Ñçìê=~ÅíáîáíáÉë=É~ÅÜ
~ãçìåí= íç= �éêçÅÉëëáåÖÒ= çÑ= éÉêëçå~ä
Ç~í~=~åÇ=ïáää=êÉèìáêÉ=~å=~ééêçéêá~íÉ=Ñ~áê
éêçÅÉëëáåÖ=ÅçåÇáíáçå=íç=ÄÉ=ãÉí=áå=çêÇÉê
íç=äÉÖáíáãáëÉ=ëìÅÜ=ìëÉë=çÑ=Ç~í~K

lå=íÜÉ=Ñáêëí=áëëìÉ=çÑ=êÉíÉåíáçåI=íÜÉ
é~éÉê=éçáåíë=çìí=íÜ~í=bìêçéÉ~å=ÄìëáJ
åÉëëÉë=Ü~îÉ=åç=äÉÖ~ä=Ä~ëáë=ìåÇÉê=br
Ç~í~= éêçíÉÅíáçå= ä~ïë= Ñçê= ëíçêáåÖ
éÉêëçå~ä=Ç~í~=Ñçê=~å=áåÇÉÑáåáíÉ=éÉêáçÇ
ÄÉÅ~ìëÉ=çÑ=íÜÉ=éçëëáÄáäáíó=çÑ=äáíáÖ~íáçå
áå= ~= ÑçêÉáÖå= àìêáëÇáÅíáçåI= ÜçïÉîÉê
êÉãçíÉ=íÜáë=ã~ó=ÄÉK=^=ìëÉÑìä=éê~ÅíáÅ~ä
íáé=áë=éêçîáÇÉÇW=íÜÉ=rp=êìäÉë=çå=Åáîáä
éêçÅÉÇìêÉ=çåäó=êÉèìáêÉ=íÜÉ=ÇáëÅäçëìêÉ
çÑ=ÉñáëíáåÖ=áåÑçêã~íáçåI=ëç=áÑ=íÜÉ=bìêçJ
éÉ~å=ÄìëáåÉëë=çéÉê~íÉë=~=Ç~í~=êÉíÉåíáçå
éçäáÅó=ïáíÜ=ëÜçêí=êÉíÉåíáçå=éÉêáçÇë=áå
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Articles 7 and 10: 
fair processing
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éêçÅÉëëáåÖ=çÑ=éÉêëçå~ä=Ç~í~=åÉÉÇë=íç=ÄÉ
äÉÖáíáã~íÉ=ëç=~ë=íç=Åçãéäó=ïáíÜ=^êíáÅäÉë
T=~åÇ=NM=çÑ=íÜÉ=aáêÉÅíáîÉK=få=é~êíáÅìä~êI
íÜÉ=ÄìëáåÉëë=ãìëíW
NK áåÑçêã=íÜÉ=áåÇáîáÇì~ä=çÑ=íÜÉ=äáíáÖ~J

íáçå= éìêéçëÉë= Ñçê= ïÜáÅÜ= ÜáëLÜÉê
Ç~í~=áë=ÄÉáåÖ=êÉí~áåÉÇLÇáëÅäçëÉÇ=~åÇ
íÜÉ=áÇÉåíáíó=çÑ=íÜÉ=êÉÅáéáÉåíëX=~åÇ=

OK ãÉÉí=~=Ñ~áê=éêçÅÉëëáåÖ=ÅçåÇáíáçå=íç
äÉÖáíáãáëÉ=íÜÉ=êÉíÉåíáçå=~åÇ=ÇáëÅäçJ
ëìêÉ=çÑ=éÉêëçå~ä=Ç~í~=Ñçê=äáíáÖ~íáçå
éìêéçëÉëK=
^ë=Ñ~ê=~ë=íÜÉ=íê~åëé~êÉåÅó=çÄäáÖ~J

íáçå=EN=~ÄçîÉF=áë=ÅçåÅÉêåÉÇI=íÜÉ=é~éÉê
éçáåíë=çìí=íÜ~í=ïÜáäëí=íÜáë=áë=éÉêÜ~éë

íÜÉ= ãçëí= áãéçêí~åí= çÑ= ~ää= íÜÉ= Ç~í~
éêçíÉÅíáçå= êÉèìáêÉãÉåíëI= íÜÉêÉ= áë= ~
äáãáíÉÇ=ÉñÅÉéíáçå=íç=íÜÉ=êìäÉ=áå=Å~ëÉë
ïÜÉêÉ=íÜÉêÉ=áë=~=ëìÄëí~åíá~ä=êáëâ=íÜ~í
åçíáÑóáåÖ=áåÇáîáÇì~äë=ïçìäÇ=àÉçé~êÇáëÉ
íÜÉ= ~Äáäáíó= çÑ= íÜÉ= äáíáÖ~íáåÖ= é~êíó= íç
áåîÉëíáÖ~íÉ=íÜÉ=Å~ëÉ=éêçéÉêäó=çê=Ö~íÜÉê
íÜÉ=åÉÅÉëë~êó=ÉîáÇÉåÅÉK=

^ë= Ñçê= íÜÉ= ä~ííÉê= êÉèìáêÉãÉåí= íç
ãÉÉí= ~= Ñ~áê= éêçÅÉëëáåÖ= ÅçåÇáíáçå=
EO=~ÄçîÉFI=íÜÉ=^êí=OV=amtm=áÇÉåíáÑáÉë
íÜêÉÉ=êÉäÉî~åí=ÖêçìåÇë=áå=íÜÉ=aáêÉÅíáîÉ
íÜ~í=ïçìäÇ=äÉÖáíáãáëÉ=éêçÅÉëëáåÖ=çÑ=Ç~í~
Ñçê=éêÉJíêá~ä=éìêéçëÉëW=
√ ÅçåëÉåí=çÑ=íÜÉ=Ç~í~=ëìÄàÉÅíI=
√ Åçãéäá~åÅÉ=ïáíÜ=~=äÉÖ~ä=çÄäáÖ~íáçåI

çê=
√ ÑìêíÜÉê=éêçÅÉëëáåÖ=Ä~ëÉÇ=çå=~=�äÉÖáíJ

áã~íÉ=áåíÉêÉëíÒ=éìêëìÉÇ=Äó=íÜÉ=Ç~í~
ÅçåíêçääÉê=çê=Äó=íÜÉ=íÜáêÇ=é~êíó=íç
ïÜçã=íÜÉ=Ç~í~=~êÉ=ÇáëÅäçëÉÇK

Consent
qÜÉ=tmÛë=îáÉïë=çå=íÜÉ=äáãáí~íáçåë=çÑ
ÅçåëÉåí=E~ë=éìÄäáëÜÉÇ=áå=éêÉîáçìë=tm
léáåáçåëF= áë= ~Ö~áå= ÉîáÇÉåí= áå= íÜáë
ÅçåíÉñí= çÑ= äáíáÖ~íáçåI= ïáíÜ= íÜÉ= tm
ëí~íáåÖ=íÜ~í=áí=áë=�ìåäáâÉäó=íÜ~í=áå=ãçëí
Å~ëÉë=ÅçåëÉåí=ïçìäÇ=éêçîáÇÉ=~=ÖççÇ
Ä~ëáë=Ñçê=éêçÅÉëëáåÖKÒ=`çåëÉåí=Äó=~å
áåÇáîáÇì~ä= áå= íÜáë= ÅçåíÉñí= íç= Ç~í~
éêçÅÉëëáåÖ= Ñçê= äáíáÖ~íáçå= éìêéçëÉë= áë
ìåäáâÉäó=íç=ÄÉ=êÉÖ~êÇÉÇ=~ë=ÑêÉÉäó=ÖáîÉå
~åÇ= íÜÉêÉÑçêÉ=î~äáÇK=^=î~äáÇ=ÅçåëÉåí
~äëç=áãéäáÉë=íÜ~í=áåÇáîáÇì~äë=ëÜçìäÇ=ÄÉ
~ÄäÉ=íç=ïáíÜÇê~ï=íÜÉáê=ÅçåëÉåí=ïáíÜçìí
ëìÑÑÉêáåÖ=~åó=ÅçåëÉèìÉåÅÉëI=ïÜáÅÜ=áë
åçí=éçëëáÄäÉ=áå=íÜÉ=ÅçåíÉñí=çÑ=ÇáëÅçîÉêóK=

Necessary for compliance
with a legal obligation
låÉ=çÑ=íÜÉ=ãçëí=ëáÖåáÑáÅ~åí=~ëéÉÅíë=çÑ
íÜÉ=tm=é~éÉê=áë=íÜ~í=áí=ã~âÉë=ÅäÉ~ê=íÜ~í
br=ÄìëáåÉëë=Å~ååçíI=áå=çêÇÉê=íç=äÉÖáíJ
áãáëÉ=Ç~í~=éêçÅÉëëáåÖ=~ÅíáîáíáÉë=êÉä~íáåÖ
íç=ÑçêÉáÖå=ÇáëÅçîÉêó=êÉèìÉëíëI=êÉäó=çå
íÜÉ=ÖêçìåÇ=ïÜáÅÜ=~ääçïë=Ñçê=éÉêëçå~ä
Ç~í~=íç=ÄÉ=éêçÅÉëëÉÇ=ïÜÉêÉ=áí=áë=�åÉÅÉëJ
ë~êó= Ñçê= Åçãéäá~åÅÉ= ïáíÜ= ~= äÉÖ~ä
çÄäáÖ~íáçåQÒK=^å=çÄäáÖ~íáçå=áãéçëÉÇ=Äó
~=ÑçêÉáÖå=äÉÖ~ä=ëí~íìíÉ=çê=`çìêí=ïáää=åçí
èì~äáÑó= ~ë= ~= äÉÖ~ä= çÄäáÖ~íáçå= Ñçê= íÜÉ
éìêéçëÉë=çÑ=íÜáë=ÅçåÇáíáçåRK=eçïÉîÉêI=áÑ
áí=áë=~=êÉèìáêÉãÉåí=çÑ=íÜÉ=å~íáçå~ä=ä~ïë
çÑ=íÜÉ=br=Åçìåíêó=íç=Åçãéäó=ïáíÜ=~å
lêÇÉê=çÑ=~=`çìêí=áå=~åçíÜÉê=àìêáëÇáÅíáçå
ëÉÉâáåÖ=ÇáëÅçîÉêóI=íÜÉå=ÅäÉ~êäó=íÜÉ=ÄìëáJ
åÉëë=Å~å=êÉäó=çå=íÜáë=ÅçåÇáíáçå=íç=àìëíáÑó
íÜÉ=éêçÅÉëëáåÖ=çÑ=éÉêëçå~ä=Ç~í~=áå=çêÇÉê
íç=Åçãéäó=ïáíÜ=íÜÉ=êÉèìÉëíK

Necessary for the purposes
of a legitimate interest
få= íÜÉ= ~ÄëÉåÅÉ= çÑ= ~= î~äáÇ= ~åÇ= ÑêÉÉäó
ÖáîÉå= ÅçåëÉåí= Ñêçã= íÜÉ= áåÇáîáÇì~äë
ÅçåÅÉêåÉÇI=íÜÉ=�äÉÖáíáã~íÉ=áåíÉêÉëíëÒ
ÅçåÇáíáçå=áë=íÜÉ=ãçëí=äáâÉäó=íç=éêçîáÇÉ
~= î~äáÇ= Ä~ëáë= Ñçê= éêçÅÉëëáåÖ= Ç~í~
éìêëì~åí=íç=äáíáÖ~íáçå=ÇÉã~åÇëK=

qÜÉ= tm= êÉÅçÖåáëÉë= íÜ~í= é~êíáÉë
áåîçäîÉÇ=áå=äáíáÖ~íáçå=Ü~îÉ=~=äÉÖáíáã~íÉ
áåíÉêÉëí= áå= êÉí~áåáåÖI= ~ÅÅÉëëáåÖ= ~åÇ
ÇáëÅäçëáåÖ=áåÑçêã~íáçå=íÜ~í=áë=åÉÅÉëë~êó
íç=ã~âÉ=çê=ÇÉÑÉåÇ=~=Åä~áãK=_ìí=áå=çêÇÉê
íç=êÉäó=çå=íÜáë=ÖêçìåÇI=áí=áë=åÉÅÉëë~êó=íç
Ä~ä~åÅÉ=íÜáë=áåíÉêÉëí=ïáíÜ=íÜÉ=éêáî~Åó
êáÖÜíë=çÑ=íÜÉ=áåÇáîáÇì~ä=ïÜçëÉ=éÉêëçå~ä
Ç~í~=áë=ëçìÖÜíK=

qÜáë=Ä~ä~åÅÉ=çÑ=áåíÉêÉëí=íÉëí=ëÜçìäÇ
ÄÉ=~ééäáÉÇ=çå=~=Å~ëÉJÄóJÅ~ëÉ=Ä~ëáë=~åÇ
áåîçäîÉë=í~âáåÖ=áåíç=~ÅÅçìåí=íÜÉ=êÉäÉJ
î~åÅÉ= çÑ= íÜÉ= éÉêëçå~ä= Ç~í~= íç= íÜÉ
äáíáÖ~íáçå=~åÇ=íÜÉ=ÅçåëÉèìÉåÅÉë=Ñçê=íÜÉ
áåÇáîáÇì~ä=çÑ=éêçÅÉëëáåÖ=íÜÉ=Ç~í~K=

Purpose limitation 
and proportionality
råÇÉê=^êíáÅäÉ=SI=éÉêëçå~ä=Ç~í~=ãìëí=ÄÉ
�ÅçääÉÅíÉÇ=Ñçê=ëéÉÅáÑáÉÇI=ÉñéäáÅáí=~åÇ
äÉÖáíáã~íÉ=éìêéçëÉë=~åÇ=åçí=ìëÉÇ=Ñçê
áåÅçãé~íáÄäÉ=éìêéçëÉëKÒ=mÉêëçå~ä=Ç~í~
ãìëí=~äëç=ÄÉ=�~ÇÉèì~íÉI=êÉäÉî~åí=~åÇ
åçí=ÉñÅÉëëáîÉ=áå=êÉä~íáçå=íç=íÜÉ=éìêéçëÉë
Ñçê= ïÜáÅÜ= íÜÉó= ~êÉ= ÅçääÉÅíÉÇ= ~åÇLçê
ÑìêíÜÉê=éêçÅÉëëÉÇKÒ

qÜÉ=tm=ëí~íÉë=íÜ~í=Åçãéäá~åÅÉ=ïáíÜ
íÜÉëÉ=éêáåÅáéäÉë=ã~ó=êÉèìáêÉ=ÑáäíÉêáåÖ=çÑ
éÉêëçå~ä=Ç~í~=ïÜáäÉ=ëíáää=áå=bìêçéÉ=íç
äáãáí=íÜÉ=Ç~í~=íç=íÜ~í=ïÜáÅÜ=áë=�çÄàÉÅJ
íáîÉäó= êÉäÉî~åí= íç= íÜÉ= áëëìÉë= ÄÉáåÖ
äáíáÖ~íÉÇÒI=~åÇ=íÜáë=ÑáäíÉêáåÖ=éêçÅÉëë=ã~ó
êÉèìáêÉ=�íÜÉ=ëÉêîáÅÉë=çÑ=~=íêìëíÉÇ=íÜáêÇ
é~êíó=áå=~=jÉãÄÉê=pí~íÉKÒ=

International data transfers
^êíáÅäÉ=OR=çÑ=íÜÉ=aáêÉÅíáîÉ=éêçîáÇÉë=íÜ~í
íÜÉ= íê~åëÑÉê= çÑ= éÉêëçå~ä= Ç~í~= íç= ~
Åçìåíêó= çìíëáÇÉ= íÜÉ= bìêçéÉ~å
bÅçåçãáÅ=^êÉ~=ã~ó=í~âÉ=éä~ÅÉ=çåäó=áÑ
ëìÅÜ=~=Åçìåíêó=ÉåëìêÉë=~å=�~ÇÉèì~íÉÒ
äÉîÉä=çÑ=Ç~í~=éêçíÉÅíáçåK=qÜÉ=bìêçéÉ~å
`çããáëëáçå=Ü~ë=ÇÉëáÖå~íÉÇ=~=åìãÄÉê
çÑ= ÅçìåíêáÉë= ~ë= éêçîáÇáåÖ= ~ÇÉèì~íÉ
éêçíÉÅíáçå=Äìí=íÜÉ=rp=áë=åçí=çå=íÜÉ=äáëí
çÑ=~ééêçîÉÇ=ÅçìåíêáÉëK

qê~åëÑÉêë=çÑ=éÉêëçå~ä=Ç~í~=íç=íÜÉ=rp
íÜÉêÉÑçêÉ=êÉèìáêÉ=~=äÉÖ~ä=Ä~ëáë=~åÇ=íÜÉ
aáêÉÅíáîÉ=éêçîáÇÉë=ÉñÅÉéíáçåë=íç=íÜÉ
Ç~í~=Éñéçêíë= êÉëíêáÅíáçå= áåÅäìÇáåÖ= áå
ÅáêÅìãëí~åÅÉë= ïÜÉêÉ= íÜÉ= íê~åëÑÉê= áë
�åÉÅÉëë~êó=çê=äÉÖ~ääó=êÉèìáêÉÇ=Ñçê=íÜÉ
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Éëí~ÄäáëÜãÉåíI=ÉñÉêÅáëÉ=çê=ÇÉÑÉåÅÉ=çÑ
äÉÖ~ä=Åä~áãëÒK=qÜÉêÉ=ã~ó=ÄÉ=ëÅçéÉ=íç
êÉäó=çå=íÜáë=ÅçåÇáíáçå=íç=àìëíáÑó=~=ëáåÖäÉ
íê~åëÑÉê=çÑ=~ää=êÉäÉî~åí=áåÑçêã~íáçå=íç
íÜÉ=rp=Ñçê=ÇáëÅçîÉêó=éìêéçëÉëI=Äìí=íÜÉ
tm=é~éÉê=éçáåíë=çìí=íÜ~í=íÜáë=é~êíáÅìä~ê
ÇÉêçÖ~íáçå= Ü~ë= ÄÉÉå= áåíÉêéêÉíÉÇ
å~êêçïäó=Äó=íÜÉ=bìêçéÉ~å=êÉÖìä~íçêëK=

fÑ= ~= ëáÖåáÑáÅ~åí=~ãçìåí=çÑ=Ç~í~= áë
ÄÉáåÖ=íê~åëÑÉêêÉÇ=íç=íÜÉ=rpI=íÜÉ=tm
áÇÉåíáÑáÉë= íÜêÉÉ=ã~áå=ÖêçìåÇë=ïÜáÅÜ
ïáää=~ääçï=íê~åëÑÉêë=íç=çÅÅìê=ïÜÉêÉ=íÜÉ
êÉÅáéáÉåíW
� áë= Éëí~ÄäáëÜÉÇ= áå= íÜÉ= rp= ~åÇ= Ü~ë

ëìÄëÅêáÄÉÇ= íç= íÜÉ= brLrp= p~ÑÉ
e~êÄçê=ëÅÜÉãÉX=çê

� Ü~ë= ÉåíÉêÉÇ= áåíç= ~= Ç~í~= íê~åëÑÉê
Åçåíê~Åí=ïáíÜ=íÜÉ=Ç~í~=ÉñéçêíÉê=EÑçê
Éñ~ãéäÉI= Ä~ëÉÇ= çå= íÜÉ= bìêçéÉ~å

`çããáëëáçåÛë=pí~åÇ~êÇ=`çåíê~Åíì~ä
`ä~ìëÉëFX=çê

� Ü~ë=éìí=áå=éä~ÅÉ=_áåÇáåÖ=`çêéçê~íÉ
oìäÉë=E_`oF=Ñçê= áíë=ÅêçëëJÄçêÇÉê
Ç~í~= Ñäçïë= EíÜáë= áë= ìåäáâÉäó= íç= ÄÉ
~ééäáÅ~ÄäÉ=áå=éê~ÅíáÅÉI=ÖáîÉå=íÜ~í=~í
éêÉëÉåí=îÉêó=ÑÉï=Åçãé~åáÉë=Ü~îÉ
ëìÅÅÉëëÑìääó=~ÇçéíÉÇ=_`oFK
`çãéäá~åÅÉ= ïáíÜ= ~= ÇáëÅçîÉêó

êÉèìÉëí= ã~ÇÉ= ìåÇÉê= íÜÉ= e~ÖìÉ
`çåîÉåíáçåS ïçìäÇ= ~äëç= éêçîáÇÉ= ~
Ñçêã~ä=Ä~ëáë=Ñçê=~=íê~åëÑÉê=çÑ=éÉêëçå~ä
Ç~í~=íç=íÜÉ=rp=~åÇ=íÜÉ=tm=ÉåÅçìê~ÖÉë
äáíáÖ~íáåÖ=é~êíáÉë=íç=ìëÉ=íÜÉ=`çåîÉåíáçå
ïÜÉêÉîÉê=éçëëáÄäÉK

Conclusion
qÜÉ=tm=léáåáçå=áë=íç=ÄÉ=ïÉäÅçãÉÇ=áå
íÜ~í=áí=~Ççéíë=~=ãçÇÉê~íÉ=~åÇ=éê~Öã~íáÅ

~ééêç~ÅÜ=íç=íÜÉ=áëëìÉ=EÄó=êÉÅçÖåáëáåÖ
rp=ÇáëÅçîÉêó=Öç~äë=~ë=äÉÖáíáã~íÉF=~åÇ=áí
éêçîáÇÉë=ìëÉÑìä=ÖìáÇ~åÅÉ=áå=áÇÉåíáÑóáåÖ
íÜÉ=ã~áå=Ç~í~=éêçíÉÅíáçå=Åçãéäá~åÅÉ
áëëìÉë= ~åÇ= ~ÇîáëáåÖ= çå= Üçï= ÄÉëí= íç
Ñ~Åáäáí~íÉ=Åçãéäá~åÅÉ=ïáíÜ=rp=ÇáëÅçîÉêó
çÄäáÖ~íáçåë=ïÜáäëí=ÅçãéäóáåÖ=ïáíÜ=íÜÉ
aáêÉÅíáîÉK=kçí=çåäó=Çç=íÜÉ=bìêçéÉ~å
êÉÖìä~íçêë= ÉñéêÉëëäó= êÉÅçÖåáëÉ= íÜÉ
ÇáäÉãã~=Ñ~ÅÉÇ=Äó=ÄìëáåÉëëÉë=áå=êÉÅçåJ
ÅáäáåÖ=íÜáë=ÅçåÑäáÅí=çÑ=ä~ïëI=Äìí=íÜÉó=~äëç
ëÉÉã=ÅçããáííÉÇ=íç=ÑáåÇáåÖ=~=ïçêâ~ÄäÉ
ëçäìíáçåK

eçïÉîÉêI= áí= áë= Ñ~áê= íç= ë~ó= íÜ~í
~ëéÉÅíë=çÑ=éêÉîáçìë=tm=çéáåáçåë=~êÉ
ëáãéäó=êÉéÉ~íÉÇ=áå=íÜáë=é~éÉê=~åÇ=íÜÉ
ÖìáÇ~åÅÉ=ÇçÉëåÛí=íÉää=Ç~í~=ÅçåíêçääÉêë
Öê~ééäáåÖ=ïáíÜ=íÜáë=éêçÄäÉã=ãìÅÜ=íÜ~í
áë=é~êíáÅìä~êäó=åÉïK=kÉîÉêíÜÉäÉëëI=íÜÉ

The challenge for European businesses is

to take the broad principles set out in the

WP opinion and convert them into practical

measures to manage these foreign e-dis-

covery requests and to reduce the risk of

breaching EU data protection laws in the

event that the decision is made to comply

with the request. 

There are a number of steps which can be

adopted as follows:

1. Establish or review discovery 

policies and procedures

What is your organisation’s discovery

policy for managing e-discovery

requests and conflicts with EU data

protection laws? This policy should be

reviewed (or established!) in light of the

WP guidance and consideration should

be given to the practical areas set out

in sections 2 and 3 below.

2. Plan ahead with compliance 

strategies

Consideration should be given to

adopting the following measures,

which will assist in resolving the cross-

border compliance challenges when

faced with a subsequent e-discovery

request:

• Ensure that all relevant Privacy

notices address the use and dis-

closure of personal data for the

purposes of litigation/investiga-

tions.

• Ensure that employee

monitoring/IT acceptable use poli-

cies cover the review of employee

e-mail and other personal data for

litigation and investigation purpos-

es.

• Consider where your personal data

is currently held, with a view to

centralising data storage in one

jurisdiction.

• The applicable data protection law

in the EU is the law of the Member

State where the personal data (that

is the subject of the e-discovery

request) is held. It may be desir-

able to manage e-discovery

requests for European data from

the UK as far as is possible (for

example by storing all personal

data that is likely to be subject to

foreign discovery requests in a

central database managed in the

UK). Whilst desirable, this may well

be impossible to achieve in prac-

tice.

• The advantage of being subject to

the UK data protection regime

when disclosing personal data in

response to a foreign discovery

request is that the UK Information

Commissioner adopts a more mod-

erate and pragmatic approach to

the interpretation and enforcement

of the data protection legislation

than many of his European coun-

terparts. In addition, the UK does

not have any blocking statutes. 

• Ensure that EU affiliates’ data pro-

tection registrations refer to pro-

cessing of personal data for litiga-

tion and investigation purposes.

3. Establish process for managing 

discovery requests

A country-by-country approach should

be adopted due to differing national

laws, and it is necessary to look at all

the circumstances of each case

before deciding whether personal

data can be retained or disclosed in

pursuance to a particular preservation

order or discovery request. The fol-

lowing measures should be consid-

ered once an e-discovery request has

been received:

• Identify the information that is rel-

evant to the case and plan ahead

in order to narrow the range of

records that have to be reviewed

and produced.

• If the individuals’ identity is not rel-

evant to the cause of action in the

litigation, anonymise their personal

data where possible (for example

by removing their names) prior to

disclosure.

• Examine the local data protection

law in detail – are there any exemp-

tions which may be applicable to

allow the disclosure? Are there any

other national laws or blocking

statutes which have to be consid-

ered? On the flipside, what are the

consequences of not complying

fully with the discovery request?

• Where data disclosure is to occur,

ensure that notification is given in

a timely fashion to affected indi-

viduals of the nature and extent of

the data processing for litigation

purposes (and details of any pri-

vacy safeguards which the organ-

isation has put in place)

• Consider applying to the US

courts for a “protective order”

against the recipient of the per-

sonal data, which clarifies EU data

protection requirements, requires

measures to minimise information

collection and dissemination, and

specifies procedures for safe-

guarding information security and

for deleting the data once the liti-

gation is finished. The WP sug-

gests that a protective order could

impose obligations on the recipi-

ent to comply also with individu-

als’ right of access, rectification

and erasure (as enshrined in the

Directive)

PRACTICAL MEASURES TO MINIMISE DATA PROTECTION RISK
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ÇçÅìãÉåí=êÉÅçÖåáëÉë=áíë=äáãáí~íáçåë=~åÇ
ëí~íÉë=íÜ~í=áí=áë=~å=�áåáíá~ä=ÅçåëáÇÉê~íáçåÒ
çÑ=íÜÉ=áëëìÉ=~åÇ=Ñçêãë=~å=áåîáí~íáçå=íç
éìÄäáÅ=Åçåëìäí~íáçå=ïáíÜ=íÜÉ=tçêâáåÖ
m~êíó=Ó=~å=áåîáí~íáçå=ïÜáÅÜ=ïáää=ÄÉ=çÑ
áåíÉêÉëí=íç=ã~åó=ãìäíáå~íáçå~ä=ÄìëáJ
åÉëëÉëK

qÜÉ=tm=léáåáçå=êáÖÜíäó=ëí~íÉë=íÜ~í
~å=áåíÉêJÖçîÉêåãÉåí~ä=ëçäìíáçå=áë=íÜÉ
çåäó=äçåÖ=íÉêã=ëçäìíáçå=íç=íÜáë=ÅçåÑäáÅíK
qÜáë= áë= åçí= àìëí= ~= bìêçéÉ~å= éêáî~Åó
éêçÄäÉã=ÜçïÉîÉêI=ëáåÅÉ=ÉJÇáëÅçîÉêóL
éêáî~Åó=ÅçåÑäáÅíë=ÅçìäÇ=~äëç=~ÑÑÉÅí=çíÜÉê
ÅçìåíêáÉë= ïáíÜ= Ç~í~= éêçíÉÅíáçå= ä~ïë
Ä~ëÉÇ= çå= íÜÉ= br= ãçÇÉäI= ëìÅÜ= ~ë
^êÖÉåíáå~I=`~å~Ç~I=fëê~Éä=~åÇ=aìÄ~áK
^åó= ~ÖêÉÉãÉåí= ëÜçìäÇ= íÜÉêÉÑçêÉ= ÄÉ
ÖäçÄ~ä=áå=å~íìêÉ=~åÇ=íÜÉ=tm=çéáåáçå=áë
ÄÉëí=îáÉïÉÇ=~ë=íÜÉ=Ñáêëí=ëíÉé=çå=~=äçåÖ
êç~Ç=íçï~êÇë=íÜ~í=Öç~äK=

få=íÜÉ=ãÉ~åíáãÉI=~ää=ÄìëáåÉëëÉë=Å~å
Çç= áë= ÇÉîáëÉ= éê~ÅíáÅ~ä= ãÉíÜçÇë= çÑ
ãáåáãáëáåÖ=íÜÉ=êáëâë=çÑ=ÄêÉ~ÅÜáåÖ=br
Ç~í~=éêçíÉÅíáçå=ä~ïë=ïÜÉå=ÇÉ~äáåÖ=ïáíÜ
ÉJÇáëÅçîÉêó=êÉèìÉëíëK

Gary Brooks is a data protection consult-

ant to Privacy Laws & Business and to

others, including law firm Berwin Leighton

Paisner 

E-mail: gary@dataprotected.co.uk

www.dataprotected.co.uk

INFORMATION

1. WP 158 (Working Document 1/2009 on

pre-trial discovery for cross border civil

litigation)

2. Directive 95/46/EC

3. Strauss v Credit Lyonnais S.A., 2000 4.

US Dist. Lexis 38378

4. Article 7 (c) of the Directive

5. This is consistent with a previous Article

29 WP Opinion on whistleblowing

schemes, which reached the same con-

clusion (See WP 117).

6. The Hague Convention provides a stan-

dard procedure for issuing “letters of

request” or “letters rogatory” which are

petitions from the court of one country to

the designated central authority of

another requesting assistance from that

authority in obtaining relevant informa-

tion located within its borders. Not all EU

Member States are parties to the

Convention however and many 

signatory States have effectively signed

with reservations, so this limits its scope

of application, in practice.
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Complying with the recent ECHR decision is not something that the UK government is
rushing to do. James Michael looks at the legal challenges.
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