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Since 2003, the EU data protec-
tion authorities have made BCR
one of their top priorities. The

attraction of having a clear, yet flex-
ible, data protection policy and being
seen, through the adoption of BCR, to
be a privacy-compliant and trust-
worthy organisation has prompted a
number of multinationals to at least
consider embarking on BCR pro-
grammes. One of the main attractions
is the efficiency savings, since BCR
enable personal information to be
transferred internally on a global basis
without having to enter into addi-
tional initiatives or project-based
contracts on a country-by-country
basis. BCR are, however, much more
than just a mechanism for facilitating
global data transfers. Since they
provide a framework for a global
compliance programme, enabling the
organisation to achieve a higher level
of compliance with all aspects of the
national data protection laws in each
EU country.

Whilst there will undoubtedly be a
steady increase in the number of BCR
approvals in 2010, the floodgates are
not, however, going to open. The vast
majority of multinationals and smaller
global businesses will not be embarking
on BCR programmes in 2010, despite
the best efforts of regulators and
lawyers to persuade them to do so, but
will instead be relying on other means
to legitimise their global transfers of
personal data.

This article examines some of the
reasons for the relatively poor uptake
of BCR to date, and explores some of
the problematic areas that are becoming
evident, particularly in the post-BCR
approval phase, as well as considering
what needs to change in order for this
important model to become more
widely used.

Post-BCR approval – 
permits for transfers
Let’s imagine that your company has
completed the EU level co-ordination
process and obtained approval for its
BCR from the lead authority and from
all of the other relevant EU Member
States under the mutual recognition
procedure. That should be the end of
the regulatory marathon and you
should now be able to export data
lawfully on the basis of your BCR. 

However, in many EU jurisdictions,
even after EU-wide approval for your
BCR under the mutual recognition
procedure has been obtained, you will
still need to apply to the national data
protection authority (DPA) for a
permit allowing the transfer of data
from that country on the basis of the
BCR. This is because the rules on data
exports in the relevant national data
protection law require such a permit to
be obtained before transfers can occur
lawfully. This process of applying for
an authorisation will often result in
further questioning from, and dialogue
with, the relevant DPA concerning the
nature and extent of the data transfers
from that country, together with
analysis of the BCR documentation.

For example, in Italy, as part of a
subsequent application for a national
permit legitimising data transfers, the
Italian DPA will typically require addi-
tional information (above and beyond
what is contained in the approved
BCR) concerning the nature and
purposes of the processing operations,
the types of cross-border transfer for
personal data collected in Italy and the
data security measures in place, before
a decision will be made as to whether
the permit will be granted. 

Similarly, in the Netherlands, an
application for a permit has to be made
for each type of transfer (for example
employee data or customer data) to the

Dutch DPA comprising a completed
application form, a copy of the BCR
and a covering letter requesting permit
on the basis of BCR.

The precise requirements for
obtaining the national authorisation
differ in each country. The countries
requiring further administrative steps to
be taken post-BCR approval include
Austria, Belgium, Bulgaria, Czech
Republic, Estonia, Finland, France,
Greece, Italy, Latvia, Netherlands,
Poland, Romania, Slovakia, Slovenia,
Spain and Sweden. The timeframe for
obtaining each of these authorisations is
typically months rather than weeks.
Given the number of countries in-
volved and the differing requirements,
the process of obtaining these authori-
sations is resulting in a significant legal
and administrative burden for those
companies that have successfully
adopted BCR.

Other DPAs adopt a more prag-
matic approach. The UK, Germany,
Denmark, Hungary and Ireland do not
require any further administrative steps
to be taken once the BCR have been
approved under the mutual recognition
procedure.

There is at present no EU-wide
guidance or publication from the
Article 29 Data Protection Working
Party summarising the relevant national
requirements post-BCR approval,
rather it is up to the data controller to
approach each relevant DPA and estab-
lish what the particular requirements
are for obtaining an authorisation for
global transfers from that jurisdiction
on the basis of the BCR.

Indeed, it is not clear in some coun-
tries what the process actually is for
obtaining authorisations for interna-
tional transfers on the basis of an
approved BCR scheme, and some of
the DPAs (for example the CNIL in
France) are in the process of consid-

BCR concepts – post-approval
requirements and other challenges
2009 was an important year for BCRs, as the mutual recognition procedure matured and
three more BCR applications were approved by the Information Commissioner, including
the first under mutual recognition (Hyatt Hotels). By Gary Brooks.
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ering how to address this issue at
present. 

This issue needs to be urgently
addressed by both the DPAs and the
Article 29 Working Party, since it
undermines the harmonisation efforts
at the EU level (such as mutual recog-
nition) and is not beneficial to BCR
becoming a successful and widely used
tool for cross border data transfer.
After all, one of the main arguments for

adopting BCR to deal with global 
data transfers (as opposed to EU 
model contracts) is that it is meant to
provide greater efficiency and reduce
bureaucracy, as a single harmonised
solution.

Making BCR attractive to
smaller global businesses
BCR are still largely the preserve of
large multinationals at present. The vast
majority of businesses in the UK are not
multinationals, yet with the Internet and
technology facilitating global data flows
for all sizes of organisations, there is a
need for a solution to the international
transfers restriction which is affordable
and realistic for smaller businesses with
a global presence. 

Adopting BCR is a serious commit-
ment, involving significant financial and
human resources, and yet the commer-
cial realities are often not fully
appreciated. It is at least a 12 month
process from start to approval, and
indeed the process of achieving full
compliance with national laws typically
takes considerably longer than that
when all the above-mentioned post-
approval requirements are taken into
account. Ongoing post-BCR approval
commitments include implementing
internal audit controls and supervision,
as well as complaints handling
processes. 

In addition, the complexity of the
legal and commercial issues involved in
preparing a BCR application is not to
be underestimated. For example, the

question of how to make BCRs binding
on an intricate web of group companies
(and how to apportion intra-group
liability for breaches of the BCR) is one
that is particularly challenging in prac-
tice, and some multinationals will find
that their own internal culture is not
aligned with the BCR approach.

BCR cannot therefore be viewed
simply as a standalone project, but
rather it is a way of operating and

behaving that involves embedding good
data protection practice at the heart of
the organisation’s culture and corporate
governance. The majority of smaller
global businesses simply do not 
have the internal commitment or
resources to engage in such a complex
process, particularly where it involves
producing customised policies and
opening up both existing and BCR-
specific policies and procedures to very
detailed scrutiny by EU regulators. 

The area of intra-group interna-
tional transfers is relatively “low risk”
in data protection terms, and there has
not been much enforcement action
taken by DPAs for breaching the rules
on cross-border transfers. Whilst there
are undoubtedly huge benefits for those
companies that successfully adopt
BCR, many organisations will instead
continue to channel their limited
resources into ensuring compliance
with aspects of data protection that
carry more immediate and greater risk,
for example transfers of data outside
the company to data processors and
ensuring that the security measures
employed by the processor are
adequate. Most global organisations
will therefore continue to rely on a
combination of model contracts and
other less expensive methods in order
to comply with the 8th principle in the
UK’s Data Protection Act.

Of course, BCRs are so much more
than just a tool for facilitating transfers
since they operate to improve all
aspects of a company’s data protection

compliance, and this is precisely why
more should be done to make them
more attractive to both multinationals
and smaller companies. 

It is of note that initial efforts are
being made by privacy practitioners
and advocates to extend the concept of
BCR to transfers to data processors,
(so-called Binding Safe Processor
Rules) which would be a very welcome
development, given that the practice of
transferring personal data outside the
company to a third party processor
typically presents greater risks to 
the privacy of individuals’ personal
information. 

Conclusions and commentary
One of the main reasons for the rela-
tively poor uptake of BCR is that
despite recent advancements, the appli-
cation process is still excessively lengthy,
bureaucratic and expensive, and is far
from being streamlined, even under the
mutual recognition procedure. 

The lack of a harmonised approach
by the various national DPAs causes
difficulties in practice and, in particular,
the requirements in many national laws
to obtain a permit for data transfers
(post-BCR approval) undermines the
BCR concept. This problem is then
being exacerbated by a lack of resources
within some DPAs, which causes
delays in analysing BCR applications,
particularly amongst those countries
that currently sit outside the mutual
recognition procedure.

More generally, this problem of
having to comply with excessive and
divergent administrative requirements
in many EU Member States is threat-
ening the effectiveness of both BCR
and the EU model contracts and is
placing a disproportionate burden on
those data controllers who are trying to
“get it right”. DPAs ought to be aiming
to authorise data transfers on the basis
of the approved BCR as a matter of
course (without imposing further
administrative requirements), or where
this is not possible under their national
laws, at least produce a BCR-specific
process for national authorisations
which is as streamlined as possible.

The more pragmatic approach to
assessing adequacy that is practised by
the UK and Irish DPAs should become
the benchmark for other EU DPAs, so
that the regulators’ resources are

“...the requirements in many national laws to obtain a
permit for data transfers (post-BCR approval)

undermines the BCR concept”.
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One in three IT Staff gain unau-
thorised access to their col-
leagues’ wage data, personal

emails, and employment details. A
survey conducted by data security
company Cyber-Ark in June 2009
revealed that information technology
professionals in the US and Britain are
prone to abusing administrative pass-
words to access confidential personal
data or board-meeting minutes. Now
that the government is committed to
introducing jail sentences for knowingly
or recklessly obtaining, disclosing or
selling personal data, the most serious
blaggers could be deterred. But how can
you stop employees from accessing the
personal data of their fellow workers or
customers?

Use technology and audits
So how to best integrate technology into
an organisation’s processes to avoid unau-
thorised access? The New Zealand
Privacy Commissioner’s Office is
currently working on guidance to address
just this issue. In addition to auditing
business practices, they suggest building
systems to monitor employee access to
files. Monitoring could include tracking
employees’ access to files, especially if
there is suspicion of unauthorised access,
and random searches of records to see
who has accessed them. Also, random
searches of staff use of systems could be
used to detect access unrelated to work
functions. 

However, any monitoring should be
justified by an expectation that it will
bring real benefit, for example reveal any
wrongdoing. The ICO advises in its
Employment Code: “If monitoring is to
be used to enforce the organisation’s
rules and standards, make sure that the
rules and standards are clearly set out in
a policy which also refers to the nature
and extent of any associated monitoring.
Ensure that workers are aware of the
policy.”

Database activity monitoring
on the increase
Database activity monitoring is in-
creasingly used to detect unauthorised
activity. It is conducted by software that
continuously monitors and analyses all
database activities in real-time, and can
thus immediately alert managers of
suspicious activities. 

“The advantage of database activity
monitoring is that it is done from
outside of the database, and all opera-
tions can continue as normal,” says
Brian Contos, Chief Security Strategist
at Imperva, a company that provides
database monitoring solutions. 

“When anything outside the norm
tales place, say high volumes of down-
loads or access from unusual locations,
the software alerts managers. Other trig-
gers could be access at weekends or any
unusual patterns. Having received an
alert, managers have to find answers to
three questions: how long has this

activity been going on, what else [unau-
thorised] has been done, and who else is
involved,” Contos explains.

“Database activity monitoring is
becoming more and more common,”
Contos says. “Of course network secu-
rity is still important, but the focus is
now on database monitoring.” 

Contos states, however, that data-
base activity monitoring is used for
detection, not for prevention. Compa-
nies are beginning to use this type of
software instead of internal audits, he
claims. 

Secerno, provider of data security
and control solutions, aims to stop
threats before they occur. Its Datawall
software analyses every query made to
the database.

Secerno’s CEO Steve Hurn explains:
“The SynoptiQ Engine recognises
patterns of acceptable database behav-
iour and blocks all queries that it deems
unacceptable. In a real-world scenario
DataWall would allow a salesperson
access to individual customer records
but it would prevent the salesperson
from downloading every record in the
system. By blocking these types of
transactions, DataWall prevents the data
from being compromised. 

“Previous database security plat-
forms alerted managers to a breach or
unauthorised access after the damage
had been done. Given the nature of data-
base monitoring, many of these alerts
were what the industry terms “false

Stop unauthorised access to
databases with correct tools
Laura Linkomies reports on database monitoring.

focussed on real areas of data protec-
tion risk that are likely to cause harm to
individuals, rather than requiring
companies to spend an excessive
amount of time listing data types and
describing data flows in order to meet
the formalities of “paper” regulatory
compliance, when in practical terms the
compliance framework and binding
mechanisms (in the form of approved
BCR or signed model contracts) are
already in place, providing adequate
protection for the privacy rights of

individuals. 
Mutual recognition and recent

Article 29 Working Party documents
have undoubtedly helped the process of
drafting, adopting and implementing
BCR. Yet it is still undoubtedly very
complex, onerous and expensive,
particularly for smaller global busi-
nesses that typically lack the resources
and the commitment to implement a
BCR programme, when there are more
pressing areas of data protection risk to
be chosen as the target for their limited

budgets. If the Article 29 Working
Party see BCR as the flagship data
protection standard, then they have to
do more to make it a more realistic and
cost-effective option for smaller organ-
isations with a global presence, or else
produce alternative mechanisms which
address these concerns.

Gary Brooks is a solicitor and a PL&B
Consultant
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